Anti-Money Laundering
Compliance Guide

USA PATRIOT Act

Prevention of Terrorism
Financing

Oklahoma
Agent Compliance

Training Guide

Reporting Requirements
Recordkeeping
FINCEN Resources

Employee Training

MoneyGram. @



-

Why you need to read this Manual and create an anti-money laundering
compliance program:

It is the law

- You could lose your business

- You could go to jail for up to 10 years

- You could personally be fined as much as $500,000
- Your business could be victimized by criminals

- Banks may not do business with you and close your bank accounts

What you need to do:
- Establish a written anti-money laundering compliance program

o Use the materials in this book, which are also available at
www.moneygram.com (click the link to Compliance)

0 Use the Money Services Business materials available from the federal
government at www.fincen.gov (select Information for Money Services
Businesses)

o Call 1-800-328-5678 extension 3385 for help on money orders
o0 Call 1-800-642-8050 extension 4899 for help on money transfers
- Designate, in writing, a Compliance Officer for your business
- Train your employees, at least annually, on anti-money laundering compliance
- Report suspicious activity to the federal government
- Maintain the records you are required by law to keep

- Have an independent review performed at least annually

Protect yourself and your business!!!
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Dear Oklahoma MoneyGram Agent:
The purpose of this Guide is to help you and your employees:

Detect and prevent money laundering and terrorist financing;
Comply with the Bank Secrecy Act (BSA) recordkeeping and
reporting requirements;

Comply with the USA PATRIOT Act;

Comply with State of Oklahoma Requirements;

Identify and report suspicious activity; and

Comply with the requirements of the Office of Foreign Assets Control
(OFAC) and other anti-money laundering regulations.

Your knowledge of the information in this Guide may help prevent your
business from being victimized by money launderers and help you
comply with the law. In addition, your compliance with these
requirements may help law enforcement agents in their efforts to track
down and capture terrorists who illegally launder money.

It is MoneyGram'’s policy to follow the spirit, as well as the letter of the
law. We do not want our money transfer services to be used for illegal
purposes. We will not do business with anyone who knowingly violates
the law. Although we cannot take responsibility for you or your
employees’ compliance with the anti-money laundering laws and
regulations, we believe this Guide can help you develop your own
effective anti-money laundering compliance program.

This Guide provides a general description of the BSA, USA PATRIOT
Act and the State of Oklahoma requirements as they may relate to
MoneyGram money transfers and should not be considered to cover all
possible situations; there may be other requirements that apply to other
facets of your business.

MoneyGram thanks you for your shared dedication to the fight against
money laundering and terrorism.
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Guide Contents

Money Services Businesses (MSBs) and their employees who conduct money order sales and
money transfer transactions must comply with all anti-money laundering laws and regulations
that apply to them.

Section I. Money Laundering Overview
Money laundering is the attempt to conceal or disguise the nature, location, source, ownership or
control of illegally obtained money.

Section II. MSB Registration
All MSBs are required to register with the U.S. Treasury Department. Most MoneyGram agents
are covered by MoneyGram'’s registration and do not have to register on their own.

Section lll. Anti-Money Laundering Compliance Program
You must implement an anti-money laundering program based on the risks associated with your
business, such as size, location, volume of business, etc.

Section IV. Recordkeeping
You must record information regarding money order purchases of $1,000 or more and
MoneyGram money transfer transactions of $1,000 or more.

Section V. Currency Transaction Reporting Requirements
You must file a Currency Transaction Report (CTR) for transactions greater than $10,000 in cash.

Section VI. Structuring
Structuring is the illegal act of breaking up a larger transaction into smaller transactions in order
to avoid the recordkeeping or reporting requirements.

Section VII. Human Smuggling

Human smuggling is the transportation of people across international borders to a non-official
entry point of a destination country. “Coyotes” or “snakeheads” are individuals who are paid to
assist undocumented aliens enter the United States illegally across the border.

Section VIII.  Suspicious Activity Reporting

Suspicious activity involves transactions that appear to be structured or do not have any
legitimate purpose. You must file a Suspicious Activity Report by Money Services Business
(SAR-MSB) on suspicious activity that involves at least $2,000.

Section IX. Office of Foreign Assets Control
The U.S. Treasury Department’s Office of Foreign Assets Control (OFAC) prohibits all U.S.
entities from conducting business with specially designated individuals and entities.

Section X. Terrorism Financing Prevention
Terrorists may attempt to launder money in order to conceal their identity and finance their
operations. It is critical that you take appropriate and immediate action if detected.

Section XI. Civil and Criminal Penalties

The government can impose severe penalties against individuals and businesses for violating
money laundering laws and regulations. The criminal penalties for an individual can include as
much as $500,000 in fines, up to 10 years of imprisonment, and the loss of your business.

Section XIl.  Anti-Money Laundering Compliance Forms and Samples

This guide is not legal advice. If you need legal advice, you should seek the services of an attorney.
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Section |.

Money Laundering Overview

Money laundering is the attempt to conceal or disguise the nature, location, source,
ownership or control of illegally obtained money.

This definition covers a wide range of activity and is not limited to cash or currency
transactions. Money laundering can involve any type of money, including money orders,
money transfers and other financial transactions. You need to understand how people
launder money so that you can identify money laundering and know how to help prevent
it.

The money laundering cycle begins when criminals place funds into the financial system
by buying money orders or sending money transfers. Once the funds have entered the
system, the source of illegal funds is further disguised by transferring them through
layers of financial institutions, such as bank or investment accounts. Finally, the funds
are integrated into the economy and legitimized by purchasing items or investing in
legitimate investments such as real estate, real property, stocks and bonds.

To help prevent the laundering of cash and to obtain documentation that may be used to
prosecute money launderers, the government requires you to maintain records on
certain cash transactions. Some transactions also require that reports be filed and
maintained.

Who is covered?

Because you sell money orders and / or money transfers, you are subject to the Bank
Secrecy Act (BSA), the USA PATRIOT Act, OFAC, other anti-money laundering laws,
and to their reporting and recordkeeping obligations. The BSA requires anyone doing
business in one or more of the capacities listed below to comply with these laws:

A. A money transmitter;

B. A seller of money orders, or stored value (other than a person who never
sells such checks or money orders or stored value in an amount greater than
$1,000, to any person, on any day, in one or more transactions);

C. A person engaged in the business of a check casher (other than a person
who never cashes checks in an amount greater than $1,000, for any person,
on any day, in one or more transactions).

All businesses and entities that are covered by the definitions above are known as
Money Services Businesses, or MSBs.
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Section Il.

MSB Registration

If you engage in MSB activities on your own behalf — apart from serving as a
MoneyGram agent — you may be required to register as an MSB with the U. S.
Department of the Treasury. For example, a supermarket that is a money order agent
but performs no other MSB services is not required to register. However, registration
would be required if the supermarket also cashes checks for $1,000 or more for any
person on any day, in one (1) or more transactions.

= The MSB registration must be filed on the form required by the
Department of the Treasury and sent to the address provided on the form.

= The MSB must retain a copy of the registration form and confirmation
letter for five (5) years.

Section lll.

Anti-Money Laundering Compliance Program

The BSA and USA PATRIOT Act regulations require that all MSBs adopt a written anti-
money laundering compliance program that is reasonably designed to ensure proper
recordkeeping and reporting of certain transaction and to prevent your business from
being used to launder money. At a minimum, your anti-money laundering compliance
program must include:

A.

The designation of a Compliance Officer who is responsible for assuring that:
= Policies and procedures are followed

= Procedures are updated as needed

= Training and education are provided

= Reports are properly filed

. Internal policies, procedures and controls for:

= Verifying customer identification

= Filing reports

= Creating and retaining records

= Responding to law enforcement requests

An ongoing employee training program that:
= Explains policies and procedures
= Teaches how to identify suspicious activity

. An independent review of your anti-money laundering program:

= The review should take place as needed and be as thorough as needed
based on the risks specific to your business.

= The review may be performed by one of your employees, but cannot be
performed by your Compliance Officer or an employee who reports
directly to the Compliance Officer.
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Although the information contained in this Guide provides the necessary tools to build an
anti-money laundering compliance program that meets the requirements of the USA
PATRIOT Act, the quality and effectiveness of the program depends on your
commitment to it.

The only opportunity to verify customer information and identify suspicious activity is at
the point of sale. This can only be done with a knowledgeable, well trained staff.

Establishing an Effective Compliance Program

First, your business must desighate a Compliance Officer. The Compliance Officer may
be an employee who has other duties at your business, but it should be someone in a
responsible position. The Compliance Officer is responsible for your business’s day-to-
day compliance with the anti-money laundering laws and regulations, and for ensuring
the compliance program is updated as needed. The Compliance Officer is also
responsible for overseeing your business’s ongoing education and training program.

Second, your business should formally adopt an anti-money laundering compliance
program. An easy to use template titled the OKLAHOMA ANTI-MONEY LAUNDERING
COMPLIANCE AND TERRORIST FINANCING PREVENTION PROGRAM can be
downloaded from the Anti-Money Laundering page at www.moneygram.com to create a
customized Compliance Program for your business.

Third, your business must establish an ongoing training program for all employees who
will have any involvement with MSB activities. The education and training should include
instruction on the employees’ responsibilities under the program, as well as the detection
of suspicious transactions. All employees should be required to read this Guide prior to
conducting any MSB transactions. In addition, employees should sign your Compliance
Program or another form of training documentation that is kept in their personnel file.
Employees should also receive periodic updates to their training, particularly when there
are changes in regulations. For additional training resources, please refer to the Anti-
Money Laundering page at:

www.moneygram.com

MoneyGram also offers a series of on-line AML training courses for Compliance Officers
and agent employees at:

WWW.moneygramu.com

Fourth, your business should subject your anti-money laundering compliance program
to an independent review to assure its adequacy. The scope and frequency of this
review should be adjusted to allow for the risk of the financial services provided by your
business. This review may be conducted by an officer or employee of your business, but
it can not be conducted by the Compliance Officer or an employee who reports directly
to the Compliance Officer.
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Finally, it is important that you create recordkeeping files for your Compliance Program.
These files should be readily accessible if your business is examined/audited by
regulators.

If your business engages in Money Services Business (MSB) activities other than those
performed as a MoneyGram agent, you are advised to develop a separate written AML

compliance program for those services. This AML compliance program is intended to
cover only MoneyGram International services performed by the business.

Section V.

Recordkeeping
Recordkeeping for Money Orders:
If a customer uses cash to purchase one or more money orders totaling $3,000 to
$10,000 in one day, you must obtain and record the customer and transaction
information noted below on a money order transaction log BEFORE completing the
transaction(s). These transactions must be recorded on the Money Order Transaction
Log.
A template for the Money Order Transaction Log is provided in this Kit.

Collect and record the following information:

= Name
= Physical address (Post Office boxes are not acceptable as a physical
address)

= Unexpired government issued photo ID with the customer’s current
residential address printed on it

= Social security number or tax identification number, if purchaser is US
citizen / resident

= Date of birth

= Transaction date

=  Money order serial number(s)

=  Amount of each money order purchased

= Total amount purchased

= Customer’s signature

Recordkeeping for Money Transfers:

Both sending and receiving agents must obtain and record specific information for
money transfers of $1,000 or more, regardless of the amount or method of payment. The
customer must be physically present in your location when conducting a transaction so
that you can obtain and verify the customer’s identifying information.
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Before completing a Send and / or Receive transaction at certain amounts, you must
obtain and record all of the information requested on both the front and back of the
AZ/OK Send/Receive form.

e $900.00 —999.99

o Name

0 Current Residential address (include apartment / unit number if
applicable) *

o0 Valid government issued photo ID

e $1,000.00 - $10,000.00

o Name
0 Current Residential address (include apartment / unit number if
applicable) *
o Phone number
o Date of birth
o Valid government issued photo 1D
(Record the ID type, ID number and the issuer of the ID)
0 Social security number (SSN) or individual tax identification number
(ITIN), if the customer is a citizen or authorized resident in the US
(A SSN or ITIN is not required if the customer lives and works
outside of the US and presents a passport or other applicable
photo ID evidencing nationality or residence).
Current specific occupation
Transaction amount
Reference number and date of transaction

O0Oo

*The customer must provide a physical address. A post office box (PO Box) is not an
acceptable physical address. The customer CANNOT use a business address in place
of a current residential address.

For single or multiple money transfer Send transactions totaling $9,100 or more, you
MUST contact the MoneyGram Anti-Money Laundering Operations at 1-800-926-9400
ext. 4899 BEFORE completing the transaction(s)

Third Party Transaction Requirements

If you know that your client is sending or receiving a transaction on behalf of someone
else, then you must also obtain similar information on that other person. Examples of
this could be a relative of an elderly person conducting a receive transaction for the
elderly person or an employee for a business conducting the transaction for the
business.
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MoneyGram’s Identification Requirements

Before completing any Send money transfer, you must verify the client’s identity by
examining a valid government issued photo identification that contains the person’s
name and address, such as a valid (non-expired) driver’'s license or other government-
issued ID card.

For all Receive money transfers, regardless of amount, you must verify the client’s
identity. Test questions are permitted for money transfers up to $899 if the beneficiary
does not have acceptable photo identification. Identification details or the answer to the
test question must be recorded for Receive amounts.

Maximum Aggregated Transactions

The maximum send amount per transaction is $10,000. MoneyGram limits customers to
a daily maximum aggregated send total of $20,000.

Documenting Customer Information

If your business is a FormFree location or does not have customers complete the AZ/OK
Send or Receive Forms, you must obtain the client’s signature on the transaction
receipt. The customer’s signature on the receipt must match the customer’s signature on
his / her photo ID.

By completing the front and back of the AZ/OK Send/Receive Form and having the client
sign the transaction receipt, you should have all of the information that you are required
to obtain.

You must retain the physical documents for all money transfers of $1,000 or more for
five (5) years.

Protecting Consumer Privacy

As an agent, you must safeguard nonpublic personal information. You may only ask for
and collect the personally identifying information that is necessary to complete the
transaction. You are required to have policies in place regarding the collection and
disclosure of consumer information considered to be “nonpublic personal information.”

Any notes, forms, logs or other documents containing consumer’s nonpublic personal
information must be shredded before disposing of the document.

Section V.

Currency Transaction Reporting Requirements

A Currency Transaction Report (CTR) must be filed with the federal government for any
cash transaction that is greater than $10,000 conducted in one day, by any person, or on
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behalf of another person. The $10,000 threshold includes both the face amount of the
transaction and all fees paid by the customer.

You must treat multiple cash purchases of money orders or money transfers as a single
transaction if you have knowledge that the transactions are conducted by or on behalf of
the same person and total more than $10,000 during one business day.

Filing Requirements for CTRs

You must file the CTR within 15 days of the transaction. The CTR must be mailed to the
address on the form, DO NOT send the CTR to MoneyGram.

Recordkeeping for CTRs

You must keep a copy of each CTR for at least five (5) years.

Section VI.

Structuring

Many money launderers are familiar with the dollar thresholds that require recordkeeping
and reporting. Therefore, in order to remain anonymous and avoid the detection of law
enforcement officials, they will “structure” their transactions so that the recordkeeping or
reporting requirements will not be triggered. Structuring is the act of breaking up a
potentially large transaction into several smaller ones to avoid reporting or
recordkeeping requirements.

Microstructuring is a form of structuring where frequent, low-dollar cash transactions are
conducted over an extended period of time to avoid record keeping requirements.
Transactions are usually performed by multiple individuals with one person acting as a
central coordinator. MoneyGram recommends that you periodically review your
customers’ activity patterns and evaluate whether the patterns of activity are reasonable.

It is illegal for you or your clients to structure transactions in order to avoid the
recordkeeping or reporting requirements. For example, if a client sends a $7,500 money
transfer in the morning and another $3,000 money transfer send transaction in the
afternoon, he may be structuring his purchases in order to avoid the $10,000
recordkeeping requirements.

It is also illegal for you or your employees to assist anyone in structuring transactions to
avoid recordkeeping or reporting requirements. For example, you may not tell or even
imply to a client that they can avoid providing information by conducting a smaller
transaction. Some criminals may attempt to trick you or your employees into allowing
them to structure transactions by splitting up their activity with several accomplices or by
trying to “con” you with a hard luck story. You need to be on the lookout for structuring
so that you prevent it from occurring.
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Question: Are all multiple transactions considered structuring?

No. For example, a client sends two money transfers to separate receivers, one for
$6,000 and another for $5,000. Each transfer is less than $10,000, but the total of the
transactions exceeds $10,000. You learn that the customer is sending money to her
children who are attending two different schools. So long as you record the appropriate
information on the back of the Send form in order to fulfill the recordkeeping requirement
and to show that there was no attempt to structure the transactions, there is nothing
suspicious about the transactions.

Section VII.

Human Smuggling

“Human smuggling” is the illegal transportation of people across international borders.
“Coyotes” or “snakeheads” are individuals who are paid to assist undocumented aliens
enter the United States illegally across the border.

To avoid detection, multiple payments below the recordkeeping and reporting thresholds
are made to the “coyote” / “snakehead” or directly to the undocumented alien. It is
critical that ongoing monitoring of transactions is conducted to ensure that your business
is not being targeted by human smuggling activity. If you identify patterns of suspicious
behavior, follow the steps outlined in the Suspicious Activity section of this guide
(Section VIIl.) to file a Suspicious Activity Report by Money Services Business.

Section VIII.
Suspicious Activity

“Suspicious Activity” is a difficult concept to define, because it can vary from one
transaction to another based upon on all of the circumstances surrounding the
transaction or group of transactions. For example, transactions by one client may be
normal, because of your knowledge of that client, while similar transactions by another
client may be suspicious. Many factors are involved in determining whether the
transactions are suspicious, including the amount, the locations of your business,
comments made by your client, the client’s behavior, etc. That is why it is important for
you to read this Guide in order to help you detect suspicious activity and structured
transactions.

The federal government requires you to file a Suspicious Activity Report by Money
Services Business (SAR-MSB) for any transaction — or pattern of transactions — that is
attempted or conducted with at least $2,000, that you know, suspect or have reason to
suspect:
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1. Involves funds derived from illegal activity or is intended to hide funds derived
from illegal activity;

2. ls structured to avoid recordkeeping or reporting requirements;
3. Has no business or apparent lawful purpose; or
4. Facilitates criminal activity.

You may file a SAR-MSB on suspicious activity below $2,000, but the regulations do not
require it.

Filing Requirements for SAR-MSBs

You must file a SAR-MSB with the U.S. Treasury within 30 days of detection of the
suspicious event. The SAR-MSB must be mailed to the address on the form, DO NOT
send the report to MoneyGram.

Recordkeeping for SAR-MSBs
You must keep a copy of each SAR-MSB for at least five (5) years.
Never Tell Your Customer that You Filed a SAR-MSB.

It is illegal to tell your customer that you are filing a SAR-MSB. If MoneyGram believes
that some of your customers may be misusing its money orders or money transfers our
compliance staff may contact you as part of an investigation. You must not tell your
customer about such an inquiry.

Examples of suspicious activity:

Example 1: A customer sends a $4,400 money transfer. The next day, the customer
sends $9,400 to the same person. The customer may be structuring his transactions in
order to avoid the CTR reporting requirements. You should consider whether a SAR-
MSB should be filed.

Example 2: A customer purchases money orders with cash just below $3,000 over the
course of several days. The customer may be structuring his purchases; you should
consider if you need to file a SAR-MSB.

Example 3: You see Jim hand cash to Bill and Susan outside your store. Bill and Susan
each give you cash and purchase money orders that total less than $10,000 each, but
total more than $10,000 together. This appears to be a structured transaction and may
require the filing of a CTR and / or a SAR-MSB and a Money Order Log.

Example 4. A customer comes in several times on the same day to pick up money
transfers which add up to more than $10,000. You must file a CTR, if you paid out more
than $10,000 in cash to the customer. You should also determine whether a SAR-MSB
needs to be filed.
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Example 5: A customer picks up a money transfer from your location. After the
customer has left, you discover that the customer also picked up money transfers at
some of your other offices on the same day. The customer may be attempting to avoid
recordkeeping and reporting requirements. If you conclude that structured or suspicious
activity has occurred, you must file a SAR-MSB if the total of all the transactions is at
least $2,000. If the total amount of currency paid to the customer in all the transactions
exceeds $10,000, you must also file a CTR.

Example 6: A customer says that he wants to send $5,000 and wants to pay in cash.
When you tell the customer that you need to collect his personally identifying
information, he asks what amount he can send without showing you his ID. Although a
transaction was not completed, you should still consider whether a SAR-MSB should be
filed.

Example 7: A customer picks up a money transfer from your location, accompanied by
another person. The other person appears to be telling the customer what to do. After
the transaction is completed the customer gives the money to the other person. The
customer may be paying to have a family member or friend smuggled across the border.

Example 8: A customer picks up multiple money transfer transactions, in similar dollar
amounts, from many senders in various parts of the United States.

NOTE: CTRs, SAR-MSBs and other records and reports are only as good as the
information you provide. Therefore, it is very important that the information you provide
on such reports is accurate and complete. This is your responsibility. The government
and law enforcement agencies depend on this information as they fight against money
laundering and terrorism.

Section IX.

Office of Foreign Assets Control
Office of Foreign Assets Control (OFAC)

OFAC is part of the U.S. Department of the Treasury and is responsible for enforcing
U.S. government sanctions programs against countries, organizations and individuals.
Sanctions programs typically involve blocking assets to further national security. Many of
the sanctioned individuals, commonly referred to as Specially Designated Nationals
(SDNs), are known or suspected drug dealers and terrorists. All U.S. entities are
prohibited from conducting any financial transactions with SDNs even if transactions with
the SDN originate or terminate outside of the United States.

As a U.S. company, MoneyGram must comply with U.S. sanctions regarding Cuba.
MoneyGram and its agents cannot process any transactions where a sender or receiver
is a Cuban National. All such issues MUST be referred to MoneyGram's AML
Compliance Department.
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You can learn more about OFAC by visiting the Treasury Department's website at
www.ustreas.gov/offices/enforcement/ofac. The site also includes an extensive list of
guestions and answers to common questions regarding OFAC.

Agent Responsibility

MoneyGram reviews all money transfer sender and receiver names against the OFAC
SDN list, regardless of the dollar amount of the transaction. If a name is a potential
match to the SDN list, agents must follow MoneyGram'’s instructions in order to prevent
any unauthorized payout or refund.

If you receive a Code 4 message on an attempted transaction you will be instructed to
contact MoneyGram. It is important to contact MoneyGram before refusing the
transaction. The MoneyGram representative will request additional information to
validate whether the consumer’s name is a true match to the OFAC SDN list.

Your cooperation is critical. Transactions CANNOT be paid out or refunded until
MoneyGram has investigated and released possible OFAC SDN matches.

Section X.

Terrorism Financing Prevention

Money laundering is most commonly associated with drug dealing and tax evasion,
however, terrorists often attempt to launder money in order to conceal their identity and
finance their operations. It is critical that MSBs remain alert for any such activity, and
take appropriate and immediate action if detected.

If you suspect terrorism financing, you should immediately report the incident to the
FinCEN hotline at 1-800-556-3974, which is operated 24 hours a day, seven (7) days a
week. You should also file a SAR-MSB on any suspected terrorism activity.

The Financial Action Task Force (FATF) and FInCEN have both issued guidance on
financial transactions that may be indicative of terrorist financing at www.fatf-gafi.org and
www.finen.gov. Some examples include, but are not limited to:

A. Movement of funds through a country designated by FInCEN or the FATF as
“non-cooperative,” that are identified as specially designated nationals by
OFAC, or that appear on the United Nation'’s list of blocked accounts;

B. Multiple transactions conducted by group of nationals from countries
associated with terrorist activity;

C. Individuals acting on behalf of another money transmitting business that use
MoneyGram to transfer funds to multiple locations. This may be indicative of
unlicensed money transmitters that seek to evade use of the banking system
to conduct foreign transfers.
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Section XI.

Civil and Criminal Penalties

The government can impose harsh civil and criminal penalties against anyone who
violates the BSA, USA PATRIOT Act, OFAC or other anti-money laundering laws and
regulations. Civil and criminal fines can quickly reach into the hundreds of thousands or
even millions of dollars. The criminal penalty for violating a BSA requirement is a fine of
up to $500,000, a jail term of up to 10 years, OR BOTH. In addition, the government can
seize any property involved in criminal violations of these laws. This includes your
business, your bank account or any other assets the government can link to criminal
violations.

Under certain circumstances, businesses can be held criminally liable for the acts of
their employees; it is important for your employees to be trained in these matters and for
your business to have a system in place to ensure employees’ compliance with the laws
and regulations. If you or your employees do not comply, you may be subject to large
fines and/or imprisonment.

The government requires strict compliance with these laws and regulations. MoneyGram
will immediately cancel the contract of any agent who knowingly or negligently fails to
comply with the laws and regulations.

Non-compliance just isn’'t worth the risk.
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Section XII.
Anti-Money Laundering Compliance Forms and Samples

Federal law requires the completion of various forms for recordkeeping and reporting
purposes. The completion of these forms is triggered by certain monetary thresholds,
which may be reached in a single transaction or multiple transactions. For specific
information on when the forms must be completed, as well as examples of situations that
may require the completion of a form, see the materials in this Manual.

Some of the forms are created by the federal government and some by MoneyGram; but
all are required by federal law. Also, while some forms are to be sent to the federal
government, copies of all completed forms must be kept in your files for at least five (5)
years.

(Note: Some state may have monetary thresholds that are lower than what is required
by federal law.)

> At least MoneyGram Send/Receive Form (AZ/OK) or

$1,000 FormFree Receipt
The required information must be recorded before the
transaction is completed.

> At Least Suspicious Activity Report by Money Services

$2,000 Business (SAR-MSB)
This report must be sent to the federal government within
30 days of becoming aware of the suspicious activity.

> At least Money Order Transaction Log — one or

$3,000 more money order transactions in the same day
The required information must be recorded before the
transactions are completed.

> More Than Currency Transaction Report (CTR)

$10,000 This report must be sent to the federal government within
15 days of the transaction.
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Suspicious Activity Report by Money Services Business (SAR-MSB)

A SAR-MSB must be filed whenever any activity is attempted or occurs that
involves at least $2,000 in any one transaction, or group of transactions, AND it
is suspected that the activity:

¢ Involves funds derived from illegal activity or is intended to hide funds derived
from illegal activity,

e Is structured to avoid recordkeeping or reporting requirements,
Has no business or apparent lawful purpose, or

e Facilitates criminal activity.

The following list provides examples of suspicious activity that require the filing of
a SAR-MSB:

1. A customer asks an employee how to avoid a reporting requirement.

2. A customer threatens or bribes an employee in order to avoid providing
information.

3. A customer refuses to proceed with a transaction when asked for identification.

4. A customer refuses to provide all of the information required.

5. A customer (or group of customers working together) purchases money orders
just below the recordkeeping or reporting thresholds with the apparent purpose of
evading either of these requirements. This activity is known as structuring.

6. A customer (or group of customers working together) sends or receives money
transfers in amounts just below the recordkeeping or reporting thresholds with
the apparent purpose of evading either of these requirements. This activity is
known as structuring.

7. A customer conducts transactions that are unusually large based on his/her past
history, employment or level of income.

Note: A SAR-MSB is a separate requirement from a CTR. Even is you have
filed a CTR on a transaction or set of transactions, you must also file a SAR-
MSB, if you believe the activity is suspicious.

Additional examples of potentially suspicious activities involving MSB services
can be found at www.fincen.gov/msb_prevention_guide.pdf.

Note: Original copy of the SAR-MSB must be filed within 30 days of becoming
aware of the activity to:

Enterprise Computing Center — Detroit
Attn: SAR-MSB
P.O. Box 33117
Detroit, Ml 48232-5980
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SAMPLE SAR-MSB

FinCEN Form 109 Suspicious Activity Report by
e 3 A Money Services Business
accepted aﬂ;;ﬁ?ahember 30, ’ Please type or print. Always complete entire report. ltems .
{Formerty Form TD F 00-22.56) marked with an asterisk * are considered critical. (See instructions.) OME Mo. 1506-0015
1 | Check this box only if amending or comecting a prior report (see itern 1 instructions) 1a | | Check this box i this is a recusming report
m Subjec‘t Information 2 |_ Multiple subjects (see item mstructions)
3 Subject type [check only one box) a [f| Purchaserisender b [_| Payeelreceiver [ ] Botha &b z Cther
"4 Individual's last name or entity's full name "5 First name & Middle initia
Doe John A
"T Address

456 Side Street

"8 City 0 State "10 2P Code "1 Counfry Code
(H not US)
Anytown QK [7,4,0,0,0 0;1,2,3 '

*12 Government isswed identfication (i available)

a |yf] Drivers hicenseistate |D. b [_l Passport ¢ I_| Alien registration  z | | Other

e Number |[D14 15161718 1910!011:010:2 | f lssuing state/country 0K
12 SSNATIN {indrvidual) or EIN (entity) 14 Date of birth 15 Telephone numbsr
1
1/2!'3'4!'5!/6!7!8B!9 06/01/1955 {405)555—:5555
m Suspicious Activity Information
"18 Date or date range of suspicious activity “1T Total amount involved i suspiciows activity a | Armaount unknown
From 011472010 ™ 0111472010 $ 1. 110141514
*18 Category of suspicious activity (check all that apply)
a [] Money laundering t:i Structuring © Temorist financing =z | | Other (specify)
*18 Financial senvices involved in the suspicious activity and character of the suspicious activity, ncluding unusual use (check all that apply).
a [¢f] Money order b [] Travelers check ¢ [¥f] Money transfer
z [_ Other e | Currency exchange

Check all of the following that apply
(1 il Alters transaction to avoid completing funds transfer record  (3) | | ndividual(s) wsing multiple or false identfication documents
of money order or traveler's check record (53,000 or more)  (8) | | Two or more individuals using the similar/szame identification

(2] ..fl Alters transaction to awoid filing CTR form (more than $10,000) (7) |_| Two or more individuals working together

(3 ? Comes in frequently and purchases bess than $3.000 (8} [ Same indivicuai(s) using multiple: locations over a short tme period
i4) ] Changes speliing or amangement of name 19) [] ©ffers a bribe in the form of a tip/gratuity

{10} | | Exchanges small bills for lange bills or vice versa
If mailing, send each completed SAR report to: A free secure e-filing system is available to file this report.
Enterprise Computing Center - Detroit Go to hitp:)bsacfiling fincen.treas gov for more
Attn: SAR-MSE information and to register.

PO, Box 33117
Deetroit, MI 45232-0980

Cataleg No. 493400 (Few. 3/0T)
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SAMPLE SAR-MSB

Suspicious Activity Information, Continued

20 Purchases and redemptions (check box "P” for purchase or box "R™ for redemption ).

Instrument P R Issuers Total Instruments Total Amount (US Dollars)
Maney Orders: ¥ MoneyGram 10 5 5,[]11[]Jlll
[ 5 il
0O 5 0
Traveler's Checks |_ L 3 Do
OO 5 oo
OO 5 o0
Money Transfers: [f] [] MoneyGram 3 z 6,000 gy
OO 5 oo
O O 5. o0
*21 Cumency Exchanges: Tendered Currency/Instrument Ciountry Received currency Country Amount [US Dollars)
| If badlk small cumrency ¥ 00
[ ] 1 budk small cumrency 5 1]
w Transaction Location z= Multiple transaction locations
23 Type of business location (check only one) a || Seling location b | Paying location L | Both
*24 Lepal name of business 25 Dwing business as
Smith LLC AB Market
*26 Permanent address (number, street, and suite no.) "27 City "28 Siate | "20 ZIP Code
123 Main Street Anytown oK | T4 00000 — 01 1:2:3
30 EIM {entity) or SSMITIN (individual) | *31 Business telephone number 3z EC-:I:::.‘TW 33 !‘TﬁT—,al-.ﬁgm”ﬁle number
ol 1/5/ 5 78 787 (40/5)5i5/5 —l0l10 1| wnaus

=Ll Reporting Business

4 |f The Reporting Busness is the same as the Transacton Location (go to Part W)

"35 Legal name of business 36 Dwing business as

*37 Permanent address (number, street. and suite no.) "38 City

40 ZIF Code

*41 EIN {entity) or SSMATIM (individual)| *42 Business phone number (include area code)| 43 Country

( J Code

44 Intemal controlfile numbser
(F awadahls)

(I mat US)
Contact for Assistance

45 Designated contact office *48 Designated phone number (Incude area code)

Edward Smith (4/05)5 55 —i0i101

47 Date filed (See instructons)

48 Agency (If not filed by a3 Money Senices Business)
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SAMPLE SAR-MSB

Part Vi Suspicious Activity Information - Narrative*

En:planu.tlun d-e:l:rlptlun of :u:pll:lc-u: m:tn-rqr[les] This section of the repcrrt I!-;I.I!I.:ﬂl,. ThE care with which it is completed may determine whether or

1% = o o ! Provide a clear, complete and chronological description
of the activity, |nc|ud|n3 whn:t s unm.unl |lre31.||nr or suzplclnm -:lbuut thl.- transacticndsl. Use the checklist below, g.._g_g.m;l:_. &5 yOU prepars your
description. The description should cover the material indicated in Parts |, Il and [Il, but the money senices business (MSB) should describe any cther
information that it beli=ves ic necessany to better enable i'\'e-stiﬂulnr; to undsrstand the mspl:law_: nml.lt:: b-elnE reporbed_

a  Describe conduct that raised suspicion. or any exchanges of a foreign currency were invohed. If so, identify
b. Explain whether the transactionis) was completed or only attempted. the currency, country, and scurces and destinations of money.
c. Dezcribe supp-orﬁrﬂ documentation and retaipn such documentation m. Indicate any additional account numberiz). and any fnreiE'u bankiz)
fior your file for five years. socount numbers which may be invohed in transfer of money
d. Indicate a time period, if it was a factor in the suspicious tranzaction(sh. n. ldentify any employes or other individual or entity (e.g., agentl
For example, specify the time and whether it occurred during AM or smpected of improper imalvement in the transaction
Fid. If the activity covers more than one dcr:.'_, identify the tme of day o. For issuers, indicate if the endorser of maney order{si and or
when such activity occurred most frequently. traveler's checkis) is different than payes. If o, provide the individual
e Retain any admission or E'tplu'arjnn of the transaction|s] Prcr\.'ided b ar enrjr:,' name: bank's name, city, state and courtry: ABA muﬁr—s
the subjectis) or other persons. Indicate when and to whom it was number; endorser's bank accourt number; foreign non-bank name
Fiven. {if anyl); comespondent bank name and account number (if anyl; etc.
f.  Retain any svidence of cover-up or evidence of an attempt to p- For selling or paying locations, indicate if thers iz a video recording
deceive faderal or state sxaminers, or others. miedium or surveillance Pl'muﬁraph of the customer.
- Indicate where the possible violation of lawds) took place f=.g., q. For selling or paying locations, if you do not have a record of &
main office, branch, agent location, ete.). government issued identification document, describe the type, issuer
h. Indicate whether the suspiciows activity is an isolated incident or and number of any altermate identification that is cvailable le.g., for a
relates to another transaction. credit card specify the name of the customer and credit card number.)
i Indicate for a forsign national any available information on subject's r. For selling or paying locations, describe the subjectis) if you do not
pasmspart{s), visalsl, and/or identification cardish. Include date, country, have the identifying information in Part | or f multiple individuals we
city of izue, issuing authority, and nationality. the zame identification. Use descriptors such as male, female, age, etc.
j- Indicate whether amy information has been excluded from this 5. If amending a prior report, complete the form in its entirety and note
report; if so, state reasons. the :hu‘-al:—s here in Part V1.
k. Indicate whether any US aor fareig| instrumert{s] were involved. £ K a low enforcement agenoy has been contacted, list the name of the
if so, provide the amount, name of currency, and country of origin. agency and the name of amy person contacted, their tithe, their
. Indicate whether any transfer of money to or from a foreign country, telephone number, and when they were contacted.

Supporting documentation should not be filed with this report. Maintain the information for vour files,
Emter the explunnﬁan_d:s:ri de-r narrative in the spaces belowe. If necessary, continue the narrathve on a duplic\:m: of this pape or a blank pag=-

Tips on SAR form preparation and filing are available in the SAR Activity Reviews at www. fincen.gov/pub_reports. himl.
Legal disclaimers will not be included in this narrative. Also, do not include charts or tables.

This SAR-MSB is being filed because the subject seemed to structure his purchases of ten money orders and three
money transfers.

The subject purchased ten money orders and three money transfers on the same day at our business, but came in at
three different times during the day. On January 14, 2010, he purchased five money orders totaling $2,500 from our
employee. He came in later that day, went to a different employee and purchased another five money orders totaling
$2,500. That same afternoon, he returned and sent a money transfer in the amount of $2,000 to Juan Mendoza in
Toronto, Ontanio, Canada. The same evening he sent two additional transactions, each for $2,000 to Juan Mendoza in
Toronto, Ontario, Canada. The total amount of the activity that day was 511,045,

This activity appears to be sugpicious. The subject may be attempting to avoid recordkeeping requirements by
purchasing money orders and sending MoneyGram transactions for less than $3,000. It doesn't make sense that the
sender would come in at different times, rather than conducting all of his transactions and money order purchaszes at the
same time.

We were able to complete this report with information on file from previous transactions. We also filed a Cumrency
Tranzaction Report since all the transactions were paid for in cash. We have copies of the MoneyGram Send forms and
the money order sale receipts that show serial numbers of the meney orders and the date and time of the transactions.
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What to write in the Narrative or explanation section of the SAR-MSB
(Part VI)

This section of the report is critical. Write a clear and complete explanation that
includes all the details. It should contain:

Who is conducting the criminal or suspicious activity? Give as much information
as you have about the suspect, such as a description of the suspect and their
behavior. How long they have been a customer of your business, and note their
occupation and employer.

What type of money services did the suspect use to commit the criminal or
suspicious activity? Specify if the suspect purchased a money order, sent or
received a money transfer, or if the suspect did a combination of transactions.
Also, describe how the suspect paid. Identify if they paid with cash or cashed a
check or money order.

When did the criminal or suspicious activity occur? Specify if this suspect has
committed this activity before. If the suspect has committed this type of activity
before, describe when and note any SAR-MSBs that you have previously filed on
this suspect.

IMPORTANT: Give the date that your business first identified the criminal or
suspicious activity. You have 30 days from this date to file the SAR-MSB.

Where did the criminal or suspicious activity take place? Include any information
about the suspicious activity that your business knows about.

How did the criminal or suspicious activity occur? Paint the picture of how the
suspect accomplished or attempted to accomplish the criminal or suspicious
activity. Do not assume that the reader knows anything about your business.
Map out exactly what happened and how the pieces fit together.

IMPORTANT: Do NOT include any supporting documentation or attachments
with the SAR-MSB when filed with the Enterprise Computing Center — Detroit. It
must be kept at your business with your copy of the SAR-MSB for a minimum of
five (5) years.
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SAR-MSB Narrative Example

The SAR-MSB is being filed on a suspect who seems to be buying numerous
money orders and structuring the transactions to avoid the recordkeeping
requirements or showing ID.

The suspicious activity involves 15 money orders that were bought between
October 21, 2008 and October 23, 2008. We discovered that the activity was
suspicious on October 25, 2008.

On October 23, 2008, in the afternoon, the subject purchased five $500 money
orders. The employee noticed that the subject had a lot of cash in his wallet. It
was also noticed that the subject had other money orders in his wallet.

After the transaction, the employee discussed this transaction with the store
manager. An investigation revealed that two other employees also remembered
selling money orders to the subject. One employee sold five $500 money orders
to the subject on October 21, 2008, in the evening. Another employee sold five
$500 money orders to the subject in the morning on October 22, 2008.

The subject is a Hispanic male who is about 35 years old. He is about 5’5" tall
and has an average build. He has short, dark brown hair, walks with a noticeable
limp and has a tattoo of a snake on his left hand.

We will ask for ID the next time the subject comes in to purchase money orders,
no matter what the amount. We have the point of sale receipts that show the
serial numbers of the money orders and the date and time of the transactions.
There are also photographs of the subject, waiting in line, that also show the date
and time that are the same as on the sale receipts.
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Currency Transaction Report (CTR)

A Currency Transaction Report (CTR) must be filed with the federal government
for any cash transaction(s), greater than $10,000, conducted in one (1) business
day, by any person or on behalf of any person. For “send” transactions, the
$10,000 threshold includes the total of the transaction face value plus the fees.

Note: Multiple cash transactions are treated as a single transaction if the agent
has knowledge that the transactions are conducted by the same person or on
behalf of the same person, and the amount of cash paid to the agent by the
customer (“cash in”) or paid to the customer by the agent (“cash out”) totals more
than $10,000 in the same calendar day.

Examples of transactions that require a CTR are:

1. A customer receiving single or multiple MoneyGram money transfer
transactions totaling more than $10,000 in one (1) business day.

2. A customer sending single or multiple MoneyGram money transfer
transactions totaling more than $10,000 in one (1) business day.

3. A customer obtaining more than $10,000 in cash from any combination of
cashed checks and MoneyGram money transfer receive transactions in
one (1) business day.

4. A Customer purchasing money orders with more than $10,000 in cash in
one (1) business day.

5. A customer combining money order purchases and MoneyGram money
transfer send transaction in one (1) business day for more than $10,000.

3" Party Information

If the customer who is conducting the transaction is doing so for someone else,
the information must be obtained for both parties. Examples of 3" parties are an
employee of a business conducting the transaction for the business, or a relative
of an elderly or disabled person conducting the transaction for that person.
Complete the Multiple Persons pages if multiple transactions are conducted on
behalf of a 3" party. The Multiple Persons sections are the same as in Part I,
Section A, and can be found on the second page of the CTR form.

Note: Original copy of CTR must be filed within 15 days of the day of the
transaction to:

Enterprise Computing Center — Detroit
Attn: CTR

P.O. Box 33604
Detroit, Ml 48232-5604
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SAMPLE CTR

wcanam 104 Currency Transaction Report
Formany Form 47839)
vy n“’“tﬂ Zam5y ¥ Previcus sditions will not be accepted after August 31, 2004,
R ) ¥ Pleass typs or print
FRCEN (Compiete af parts that Spply—See nairwcions)

1 Check all bomfes) that apply:  a Amends prior report b Multiple persons c 1 Multiple ransactions

m Person(s) Involved in Transaction(s)
Section A—Person(s) on Whose Behalf Transaction(s) Is Conducted

2 Individual's last name or entity's name 3 First name 4 Middle initial
Doe John A
5 Dwing business as (DBA) 655N or EIM
1 2 13 1415186 ? B 9
T Address (number, street. and apt. or suite no.) & Date of bith
| 456 Side Street Ll

City 10 State [ ZIF code 12 Couniry code 13 Oecupation, profession, or business
Anytown oK T4000 (if ot U.5.) ‘ Paint Store Manager

14 f an mdividual, describe method used to verfy identity: 2 [ Drersicensesme LD b [] Fassmot o [] Asen egsraon
d [ cther — .Dklahoma R D456789001002

Section BIndividual|s) Conducting Transaction(s) (if other than above).
If Section B is left blank or incomplete, check the box(es) below to indicate the reason(s)

FY | armorsd Car Serdos D | Mall Depock or Thipment o |_ Hight Deposi or Automated Teller Machine d |_ Muttipde Traneaotions L] i Conduoted Om Cwn Eshall
15 Individuas last name [16 First name [T Middle initial
18 Address (number, strest. and apt or sufe nou) 18 55N
20 City 2 Swate |22 FIP code 23 Country code 24 Tate of birth

(I not LLE.)
25 if an mdividual, describe method used to werfy identity: a [] Driversiicense/Ssai= 1D, b || Passport o [] Allen regisraton
d [ Offer .8 Emusdby | f Wumber

m Amount and Type of Transaction(s). Check all boxes that apply.

28 Cate of fransaction

2% Totaleashing 1104500 27  Total cash out § 0.op 011452010
26a Foreign cash in, 000 27a Foreign cash out 000
s T o R, L s il T, g 4]
o] Foreign Country. 30 LA Wi Transfer(s) 3 U Nepotiable Instrument(s) Purchased
32 Mepatisble Insturment{s) Cashed 33 [ Cumency Exchange(s) M [ Depositis)Withdawal(s)
35 Account Number(s) Affected (iF any): 36 Other (specify)

m Financial Institution Where Transaction{s) Takes Place

37 Mame of financial institution Erm-%eu;:tras.x .
AB Market (32 pstructions)
38 Address (rurmiber, strest, and apt. of suite no.) 39 EIN or 55N
123 Main Street D1 5517 8T BT
40 City 41 Stme|d! ZIP code 43 Routing (MICR) nurmiber |
Anytown T4000
44 Tile of approving officia [ 45 .:.g"amre of approving oficial 46 Date of signature
Sign e d'wmﬂﬂ' .mf.!ﬁ‘ 01/1472010
Here AT Type or print prepaners name | 48 Type or prnt name of parson fo contact 43 Telephone numiber
Edward Smith Edward Smith (”5)55 5 55-5[,515,,51
» For Paperwork Reduction Act Moflce, ase page 4. Cat Mo, ITEEIN FInCEN Fomm 104 {Fommedy Form 4738) {Rev. 08-03)

23

© 2010 MoneyGram. All rights reserved. (Compliance Manual Rev. 06/10)




SAMPLE CTR

SnCEN Sorm 10 ffoemersty Sorm 47851 (EF 12031 Fage 3

Multiple Persons
Complete applicable parts below if box 1b on page 1 is checked

Im Personis) Involved in Transaction(s)

Section A-Person(s) on Whose Behalf Transaction(s) Is Conducted

2 Individuals last name or entity's name Ijl-_lrst name [ 4 Middle initial
| 'S Doing business as (DBA) 6 55N or EIN
T Address [rurmber, street. and apt or suite no) 4 Date of birth
9 City [ 10 State [11 2F code 12 Country code 13 Ocoupation, profiession, o business
(ifnot U.5.)
14 i an indiwidual, describe method used to verify identity: a Drivers icerseStms 0. b Fassport o Aden registration
a [ omer. ® sy 1 Biumber

Section B—ndividual(s) Conducting Transaction(s) (if other than abowve).

15 Individual's last name [16 First name [AT Middle initial
18 Address (number, street, and apt. or suite no.) 19 55N
20 City | 21 State | 22 ZIF code 23 Courtry code 24 Dabe of birth
{if not LLS.)
25 If an individual, describe method used to verify identity” a Oriver's lcsrsa'Staie |0, B Fazsport o Al regisraton
d Cther & lzzusdbyr F Hurmiber:

m Person(s) Involved in Transaction(s)

Section A—Personis) on Whose Behalf Transaction(s) Is Conducted

2 Individual's last name or entity's name [ 2 First name [ 4 Middle initiz
5 Dwoing business as (DBA) 6 S5M or EIN
| 7 Address {rumiber, sireet, and apt o sufe no.) | & Date of birth
9 City 10 State [11 OF code 12 Couniry code ] 13 Ocoupation, profession, or business
{7 ot LLS.)
14 If an indvidual, describe method wsed to verify identity: a [ | OriversicenseState L0 b [ | Fasspot o [ | Aden regisiration
d [ other 0 lssuedby 1 Mumber:

Section B—Individual(s) Conducting Transaction(s) (if other than abowve).

15 Individual’s last name 16 First name [1T Middle initial
18 Address [number, street, and apt or suie no.j 19 55N
| 20 City 2 State | 22 2F code 23 Country code | 24 Date of birth
(F not L.5.)
| 25 F an individual, describe method used to verify identity: a [] DrversicensaStae 1D b Famsport o Alden registration
a4 Cothmr 0 Imsuediby T Mumber:
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Recordkeeping for Money Orders
Money Order Recordkeeping Requirement

If a customer purchases money orders in one or more transactions throughout
the same business day wit cash in the amount of $3,000 to $1,000, certain
information must be recorded. The information is to be recorded on a Money
Order Transaction Log. Only cash purchases are covered by this requirement.

All of the information required for the Log must be obtained before completing the
transaction. The customer’s identity must be verified with a non-expired,
government-issued photo identification that contains the customer’s name and
current residential address.

3" Party Information.

If the customer who is conducting the transaction is doing so for someone else,
the information must be recorded for both parties. Examples of 3™ parties are an
employee of a business conducting the transaction for the business, or a relative
of an elderly or disabled person conducting the transaction for that person.

Refer to Addendum A, Oklahoma Recordkeeping Guide, at the end of this
manual for a quick-reference guide to customer identifying information required
on transactions conducted in Oklahoma.

25

© 2010 MoneyGram. All rights reserved. (Compliance Manual Rev. 06/10)



SAMPLE: MONEY ORDER TRANSACTION LOG

Use this log to record consumer information for cash purchases of money orders with a face amount of $3,000 or more
to one individual in one business day. This form must be retained for five years from date of sale, according to the U.S.

Treasury Department regulations.

AB Market
Store Name

123 Main Street
Street Address

Anytown, OK 74000
City, State, Zip

Money orders are purchased:
v' For Purchaser's Use

Q On behalf of another person
Q  (List other person's name, address, social security #
or alien I.D. #, and taxpayers 1.D. # on the back of this form)

123-45-6789
Purchaser's Social Security Number
(or Alien 1.D. Number)

John A Doe
Purchaser’s Name

456 Side Street

Street Address

Anytown, OK 74000

City, State, Zip

01/14/2010

Date of Purchase

Paint store manager

Purchaser’s Specific Occupation

06-01-1955

Purchaser Date of Birth

Purchaser's Driver License Number__D456-789-001-002 State OK
Other Identification
1.D. Positively Verified Jim Davis

(Name of Store Employee)
Note: Purchaser’s address must be listed on the ID and must match address listed above
DOLLAR AMOUNT___ $5,000
TRANSACTION(S):
SERIAL NUMBER__ 801456001 AMOUNT_500 | SERIAL NUMBER_ 801456007 AMOUNT__ 500
SERIAL NUMBER__ 801456002 AMOUNT_500 | SERIAL NUMBER__801456008 AMOUNT__500
SERIAL NUMBER__ 801456003 AMOUNT_500 | SERIAL NUMBER__801456009 AMOUNT_500
SERIAL NUMBER__ 801456004 AMOUNT_500 | SERIAL NUMBER__801456010 AMOUNT__500
SERIAL NUMBER__ 801456005 AMOUNT__ 500 | SERIAL NUMBER AMOUNT
SERIAL NUMBER__ 801456006 AMOUNT__500 | SERIAL NUMBER AMOUNT

Johwv Doe

Purchaser’s Signature

*3' Party Information. If the customer who is conducting the transaction is doing so for someone else, the information
must be obtained for both parties. Examples of 3™ parties are: An employee of a business conducting the transaction
for the business, or a relative of an elderly or disabled person conducting the transaction for that person.
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Recordkeeping for MoneyGram Money Transfer

Specific customer information for all person-to-person “sends” and “receives”
must be recorded on the MoneyGram money transfer form. It does not matter
whether the transaction is paid by cash, check, credit card, etc.

All of the information must be recorded before the transaction is completed. The
customer’s identity must be verified with a non-expired, government-issued photo
identification.

3" Party Information

If the customer who is conducting the transaction is doing so for someone else,
the information must be recorded for both parties. Examples of 3" parties are an
employee of a business conducting the transaction for the business, or a relative
of an elderly or disabled person conducting the transaction for that person.

Refer to Addendum A, Oklahoma Recordkeeping Guide, at the end of this
manual for a quick-reference guide to customer identifying information required
on transactions conducted in Oklahoma.
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SAMPLE MONEYGRAM SEND FORM

PLEASE COMPLETE IN CAPITAL LETTERS/POR FAVOR UTILICE [ ETRAS MAYUSCLLAS

*Ask agent to enroll in MeneyGram Rewards™ and begin receiving rewards im &Momyﬁm may usa information prwﬂad an this form
for the purpose of nmdlng neyGram Rewards™® msmhus further nlnmumorl | *Som S MECTpCion 60 MoneyGram Fewart™ ¥ comiancs & eoll
TEGOMPENsas 0 imecisn. MonsyGIam pueds milisr & YSITRa o e IDTANEITD PErE BNTver M matr-a = miambi; de MoneyGram Akt ™

DESTINATION /LUGAR DE DEST]'NO

Receive Count
Pauﬂgcepm. Y Canada

SEND/ENVIO

MONEYGRAM REWARDS CARD NUMBER |
NUMERC DE TARJETA DE MONEYGRAM REWARDS

eive State/Province

Par.s Estado/Provincia Ontarie

MOTE: A Transter can be picked up In any Location in the Recaive Coun

StateProvince. If acting on bealf of anoiher person or c,onpany amlmnal nformation must be supplled to e .eé_lml_ NOTA: L35
NEnirarse 6 CURIUIET lugar oal pats MEcapin: EELN GANADA: [Na nGCiE PUBCE S8 ECOQITE & GUalGier LNICackin &n of Aecibe E
£ NOMBE J9 007F Persina 0 empress s& dabond smﬂr-..'arr‘m-ac.'mam:mu af agens.

RECEIVER/RECEPTOR
g mer'gﬁmgre Juan

Middle Name.
Last Name

Apsliido

:gll:ogd Laﬁ[ Name

Jelephone Number 614.-555-5151
Include area codefnclulr codigo del 2ma

TRANSACTION/TRANSACCION

US/Canada: A Transfer can be picked up in any Location In the Receive
SIErEnCias puaden
PrOVINCIE. STECIUE

Mendoza

frizopa e ns. Obfanoma:

Amount to be Sent ﬂﬁ&f g& 5%‘555

Monfo a enviar 2,000-00 rl'aﬂ ACCO0E "ﬁ;lﬂ1 | U“Dﬁm“‘? TBBDFEE\CIZ\"A' "%a.«'EP]g g 5f
T ansau:aor..neav

Message

Mensaje

Test Question Mot available on transactions of $900 or mora.
Pregunta de prueba No disponible pars transaccionas de 3500 o

gs's,;_lAesﬁaEB Clave
RECEIVE OPTIONS/OPCIONES DE RECEPCION o e e e et m,,,g’;;‘g;f

ard Deposit ome
OsH0 an cuanta Dilg Ma',l'era D Al reqa &

Options above only avalabie In Selecied CoUNMTes) 25 opCines STRNNRS BSEN CnponD

¥| MoneyGram Location
Sawrsau da MoneyGram®

D %count Daposit

BN £ Clans pakes

Fleglstratlon Number (FIHN)
Numero de registro (RRN)

rud information if not including Rewards Card Number
CA0N requerda s no 58 Ncivye af ﬂmmmmnemm

SENDER/EMISOR

Fisthems. John

MiddipName.  |A
kgg}. ame Doe

e 456 Side Street
. Anytown

State O K ZipCode 74000
ERLen United States

Telephone Number 405-555-5555
mﬁm eodeinciur codigo oal dres

SIGNATURE/FIRMA

This transaction is subject to the tarms & conditions contained in this form. Those berrns & conditions limit the sender’s legal ri and
should be reviewed pnor to signing./Esta ranssceitn ests sujels & los tmings y condicionss que aparecen en esis forma. £505 Emnos i
candiciones fimitan los derechos del remitente y deberdn sar rewsados antes de fimar

Sender’s Signature Jobie Doe Fl]gg}‘g 14/01/2010

Fimma del emisor

AGENT COPY/COFIA PARA EL AGENTE 752G MGsoo15US AZ OK RWDS (Rev o8/og)

MoneyGram.

International Money Transfer

AGENT USE OMLY/USO EXCLUSIVO DEL AGENTE
Office Name
Sello

AB Market

A t Sent
oo smaads 2,000

Consymer Fegﬂl_ 45

larfa ai consums
Total t%ga_(':ulloctod 2,0 45

Total 5 o

R smmseion aa e o

Complete this once the transaction has been sent:
Completar inicamente después de enviar la transaccion:

ﬁm'm Currency .
eda de la recapdion

Note to Sender: Even though the Amount to be Received
is stated in US Dollars, the Transfer may be paid out in
another currency if the Location selected by the Receiver
does not pay out in US Dollars. In that event, the curre ncy
exchange rate will be set at the time the Receiver receives
the Transfer in the foreign country. See the Terms &
Conditions for more information. / Nota para & remitents:
Aungue & monto 8 recibir estd expresado en Ddlares de los
Estados Unidos, la transferencia pusds ser pagada en
cualquisr otra moneds S ia Agencia seleccionada por el
Destinatanio no §ene pago en Dolares. En tal caso, i3 tasa de
cambio de |3 moneda 8 pagar serd estabiecida en el
momenio en gue & Destinaiano recibe ia transferencia en el
pais extranjere. Ver fa secoidn de Téminos y Condicones
[para mayor infrmacian.

Fxchnpncga Rate

Exchange Rate (f the Amount to be Received is stated
below is in US Dollars or Euro, any Exchange Rate stated
above may be inapplicable.) / Tipo des Cambio (51l Cantidad
gue Aechidn indicada abajo == refeja en ddlares
estadounigenses o Eurn, cuaiguisr tipo de cambio indicado
armba podra ser inaplicabie. )

Amount to be Received
Monto a recibir

Reference No./Numero de referencia
[1 ]2 [s [ ]s 67 [s |

PHONE CALL PIN NUMBER/NUMERD OE CONED PARA [LAVADA

See reverse side for complete instructions.
Viea af reverso para instrucciones completas.

Mary Jones
Agent Employes Name/Nombre del Empleado del Agents

555
MoneyGram Operator #/NUmero dal Operador de MonayGram
www.moneygram.com
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SAMPLE MONEYGRAM SEND FORM

Arizona: For all Transfers
Oklahoma: Transfers of $9o0 or more
Arizona: Para transacciones

FOR AGENT USE
Para uso del agente

MoneyGram.

Oklahoma: Envios de EE.UU $goo dadlares o mds

Arizona -This information is required for all Transfers and must be completed by the Agent. Oklahoma = This information is required for any
Transfers or combination of Transfers of $900 or more and must be completed by the Agent. / Esta informacidn se requiere para cualquier
transaccion o combinacién de transacciones de envio de EE.UU Sgoo délares o mds y debe ser llenada por el agente.

ARIZONA - COMPLETE FOR ALL TRANSFERS.

OKLAHOMA: COMPLETE FOR ALL TRANSFERS OF $900 OR MORE.
ARIZONA: COMPLETAR PARA TRANSACCIONES

OKLAHOMA:COMPLETAR PARA TRANSACCIONES de EE.UU $go0 DOLARES O

sig uiente Jﬂ{crmacidn de ia persona u urﬂanrzacrdn.

Driver's license

1D Type / Tipo de identificacidn

D456789001002

Sender's government issued ID. / Identificacidn emitida por el gobierno,

del remitente
State of Oklahoma

Issuar / Emisor

COMPLETE FOR ALL TRANSFERS OF $1000 OR MORE.
COMPLETAR PARA TRANSACCIONES de EE.UU $1000 DOLARAES O MAS.

06/01/1955

Date of Birth / Fecha de nacimiento

Paint store manager

Occupation - Type of business / Ocupacién - Tipa de Negocio

If sending for someone else, complete the following information on that person or
organization. / 5i estd enviando dinera en representacion de otra persona, complete la

First Name, Middle Name, Last Name / Frimer Nombre, Segundo Nombre, Apellido

Organization Name / Organizacion

Address City State Zip
Direccidn Ciudad Estado CP

Date of Birth / Fecha de nacimiento

Occupation - Type of business / Ocupacion - Tipo de Negodio

LS. Citizens, Residents or U.5. Businesses / Ciudadanos, Residentes o Negocios Americanos

U.S. citizens and residents / Ciudadanos y residentes Estadounidenses

123-45-6789

Social Security # / Numero de Sequro Social

OR, IF NO 55# / 0, A FALTA DEL NUMERQ DE SEGURO SOCIAL

Alien ID # OR Passport # / Numero de tarjeta de residente o de Pasaporte

Country of Issuance / Pais emisor

Social Security # or Tax ID # / Niimero de Sequro Social o Numero de Renta

OR, IF NO 553 / O, A FALTA DEL NUMERQ DE SECURO SOCIAL

Alien ID # OR Passport # / Niimero de tarjeta de residente o Nimero de Pasaporte

Country of Issuance / Pais emisor

For Banks, Savings and Loans and Credit Unions Only.
Para uso de bancos cajas de ahorro y otras entidades bancarias solamente.

ADDITIONAL INFORMATION MAY BE REQUIRED ABOVE $10,000.
SE PUEDE REQUERIR JNFQRMACI&NADICIWI EN ENVIOS MAYORES de EE.UU
$10,000 DOLARAES O MAS.

q

Sender's Account # / Cuenta del remitente

AGENT MUST RETAIN THIS FORM ON-SITE FOR A MINIMUM OF SIX (6) MONTHS FOR AMOUNTS LESS THAN $1,000. FOR AMOUNTS OF $1,000 OR MORE, AGENTS MUST RETAIN THIS

FORM ON-SITE FOR THREE (3) YEARS. / EL AGENTE DEBER,
$1,000. ¥ POR CANTIDADES MAYORES DE $1,000 AGENTE

INSERVAR ESTA FORMA EN SU ESTABLECIMIENTO POR UN MINIMO DE SEIS (6] MESES POR CANTIDADES MENORES A
VARA LA FORMA POR TRES (

3) ANOS.
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SAMPLE MONEYGRAM RECEIVE FORM

RECEIVE / RECIBO

ARIZOMA - DKLAHOMA

CUSTOMER USE / PARA S0 DEL CLIENTE AGENT USE / PARA LSO DEL AGENTE
NUMERO DF REFERENCIA | L] | 5 |a | 6|8 |77 | 7 | S e, S ST R R
ASETE5003008 OK Driver's Licenss
RECEIVER'S NAME:
LA PERSONA QLUIE BEOIRE EECETVER GOVIRMMENT [SSLIED 1D AND TV
Fim MILIMAE R IDENTIFCACION EMNTICN POR £1 CORBMEENG, DE LA PERSONA QUE RECIEE ¥ TIRG:
Adamg e ——————————————————————————————————
ST QUESTION/PREGLINTA Di FEUERA
Firit Mame | Pris Somise  Middhe Mame | Sequnds Nombee Ll Bame | Apel o) Em:mghqfimmhm Prusbes poagests 3 pamiti
RESIDENCE:
100 - 10th Avenus
RESIDENCLAL —_ —
[r—— qumnep—m
Anytown 0K T4000 405-555.0090
State & Heme Frane
Ot Extado 1 Tekddzra Tk emwrer [ Retpusita de proha
SENDER™S PHONE NUMBER- [ . ]
ot e A s MESSAGE | MENSAJE
AN CHECK NUBER: 0044455
ﬁ?ﬂ&i qu[' NIk John Adami MOMERD DF CHEQUE 120012
Check B4 Agent Chexk Chapch b Courif cosiapd (Rapilt
RECEIVE AMOUNT: Cheque del Aperte Chequat del Cliente
m.lw.l:u.mr.lm 5 w000
g S et s byt . Db et oy ot b Mot 2o 0 kombie | CHECKAMOUNE. . & 260,08 5
e o i e T it T apate dole s i Mo o e a s | CAMTIDAL! DE CHEQUR
<rjewiey = ryrir—ee
What oty and stabe was
transathon went from? Minneapolis, MN
Dicle que dudad y s s AUTHORIZATION:
ﬁ.wuqr-nmm).'r BUTORGEACION
RECENIRS HCHATURE
ngwn{;,u.p{rm' S et Q1022010 Tom Brawn 455
. QUJE RECIBE [
E sl it o st Al s g syl e, | NPt Employgs Mamg MenayGram Oparator §

it e e e W e s el e Nt i ] i ke it el et Nurnira e operader di arm
TeneE e MCgooaR1 AL OK [Rev o3/o) M%m

Arizona: For all Transfers
Oklahoema: Transfers of $1000 or more FOR AGEMT USE

Arizona: Para transacciones Para uso del Agente
Oklahoma: Envios de EE.UU S1000 dolares o mas

Arizond: This information i requined for 3l Receive transactions and must be completed by Ehe Apent. Oldaloma: This information is required for any Recive rarmsction or
ooambination of trandetiond of Swoo of mone Jnd must b completid by the Agent. / drirons: Fhe informaidn &3 requerico para tocs Recibe fransocciones y debe ser complefado
peor il Agende. Okfiahome: Ecta forma jirntio con ke forma de Recibos o requierida en toda iransecoide pare emdo por encima de los EELIU $s000, Debe ser compietods por o Agente.

: OOMPLITE FOR ALL TREAMSACTIONS. OELAMOMA: COMPLITI FOR RECINV M recabeing i shas, complels Uhi fllming lahsrmatlon on thit o
i o ML ) ATRBCALA, ARALITE Pl YOEME THAMSACEIOES ot penien
DELAHOMA: DOMPLETAR EN TRANSACTIOMES Df RECIBOS DE EE LI 100000 10 MAS. srgasbaathon. 5 612 recogetndn e paa alguets, complele 3 Lagustate s homion
de Ln pevicna u brganirsnsn
070411990
Db of Birth / Fecha de maciméents Rt b ki St I on Organizstion Mo
Student Primes Nombre Segundo Hombre/Apelliols) s Cuganizacion

Ocimpation - Type of Buslnesa | Prodeisn « Tips de Negadie
Astdrin [+ Stat i
456-78-1234 Deecdia Chdesd Estado &

Soclal Securitydl | Numaro de Segurs Social
U5 citizens and reddents] / [Ciudadance y residentes Americanas)

Diakie il Bt Oetupation - Typs of Buiineds
Fexha de nacimicmio Prdesion - Tips de Negecio

OR, IF NO 55# / 5] NO 55#

Sockal Seowity 8 e« Tax 10 @ / Numero -.1-:".-:§.- o Social o Nimeno de Renta
U Cltlons, swsldants or U B i) / [Ciud adanos yreskenbes Amaeracanas

OR, IF NO 55# / 5| NO 55#

Alien ID 8 OR Passport 8 / Mamero de tarjeta de residente o Mimero de Pasaporte

Commtry of hisuame / Pais de Qrigen

ADDITIONAL INFORMATION MAY BE REQUIRED ABOVE S10,000.00.
INFORMACKIN ADICIOMAL PUEDE SER MECESARLA PARA
TRANSACCIONES POR ENCIMA DE LOS S1o0,000.00. Country of Bsusnes / Fai de Origen

'H}I.ILI mslmnwmuuum[ﬁ_jmr{}imnnunmmmmmwn 1mu-um-s mn M:l.l'.I-Tl:iTiIHTHﬁl:?l:iﬂ.lH S-I'TIIFCi‘

Syt e oot i EEL B

Alisn ID B DR Padaport # / Namero de Larjeta de residenie o NGmero de Pasaporte

AGENT MUIST RETASN TH
THAER [3) TEARS. / | &

Agtabie Lierhitwarta L I
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MSB Registration
Registration of Money Services Business Form

Your business must register with the U.S. Department of the Treasury if it
conducts Money Services Business activities on its own behalf. Money Services
Business activities include:

Money transmitters

Currency exchangers*

Check cashers*

Issuers of travelers checks or money orders*

Sellers or redeemers of travelers checks or money orders*

*Must conduct transactions greater than $1,000 for any person, on any one day,
in one or more transactions to qualify.

Registration is not required if this business conducts money services business
activities solely as an agent of another registered Money Services Business, and
does not independently conduct any other MSB activity.

If the business qualifies, registration is required within 180 days after the
business begins conducting MSB activity.

Re-registration is required every two (2) years or when:

e There has been a change in ownership

e There has been more than a 10 percent transfer of voting power or
equity interest

e The number of agents has increased by more than 50 percent

Note: Original copy of the Registration of Money Services Business form must
be filed with:

Enterprise Computing Center — Detroit

Attn: Money Services Business Registration
P.O. Box 33116

Detroit, Ml 48232-0116
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SAMPLE MSB REGISTRATION FORM

FinCEN Form 107

August, 2008
Pravicus editions will not be
accepied aftar Decemibar 31, 2008,

Registration of Money
Services Business

Please type or print. Always complete entire report.

See instructions for items marked with an asterisk { * ). OMBE No. 15060013

Complete and send fo; Enterprise Gomputing Center-Diefroif, Afin: Money Services Business Regisiration, P 0. Box 3316, Defroid, M 482320416

m Filing Information

Indicate the type of fling by checking a, b, or d below (Check only one). i filing a comection, check “c” and either a, b, or d.

a ¥ Initial registration b [ Renewal c | Cioamecting a prior filing d | Re-registration

2 K you checked item 1 d please indicate the reasonis). Check all that apply.

a Re-registered under state law b [ | More than 10 percent ransfer of equity interest ¢ [] More than 50 percent increase in agents

I Registrant information

"3 Legal name of the money senvices business

Smith LLC
4 [Dwoing business as
AB Market
‘5 Address '8 City *7 State| 3 7IP Code
123 Main Street Anytown OK|T7T 4 0 00 _0:1:23

B EIM (entity), SSMATIM {individual )
015 5. 7T ./8 7T |B|T

10 Telephone number -ji'cll.jde area code) 11 E-mail address (If avalable)
405555:—01[!1

Owner or Controlling Person

12 Individual's last name, or organization’s name 13 First name 14 Middle initial
Smith Edward

15 Address
1400 Easy Street

18 City [ 17 =ate [18 ZIF CodePostal Code 19 Country (i other than US)
Anytown 0K T4 0.00:0:,—'D 1:2:3

20 Tebephone pumper - (include areg code) | 21 Date of birth 22 SSNATIN (individual). EIN (entity)
4'0! 5)!'5!'5/ 51— 1111111 12251982 _/___ |9 8 7 6 5 4 3 21

23 Skip this item if you completed item 22
I the owner or controlling person is an indwidual enter their form of identfication, the ID member, and the issuing state or country.

z|| Cither

I f  Issuing state or country

a Driver's license/state ID B[] Fasspor c Alien registration

2 Dnurn::-er]

Part IV Money Services and Product Information

24 States and'or temitories where the registrant, its agents or branches are located. Check box a, b, or ¢ as appropriate (Check only one) and
do not check individual statetemitory bowes. I box a, b, or ¢ does not apply. check as many stateftermitony boxes as necessany.

[ Flarida (FL)

[ District of Columbia (D)
C1F2 of Micronesia (FM)

Louisiana (LA)
Maine (ME)

Marshall Islands (MH)

L | Mew Hampshire (NH}
[ New Jersey (MJ)
L1 New Meaxico (MM)

[ Puesto Rico (PR)
[ Rhode lsland {RI}
| South Carolina (SC)

a [0 Al States & Temitories b All States ¢ Al Territories
Alabama [AL) [] Georgia (GA) ] Maryland (MO} MNew York {MNY) [ South Dakota (3D
Alaska (AK) [ Guam (3U) [] Massachusetts (MA) [] Morth Carofina (MC) ] Tennessze (TH}

[] American Somoa [AS] ] Hawaii (HI) O Michigan (MI) [ Morth Dakota (WD) O Texas (Tx)

[ Arizona (A7) [ Idaha (1D} Minnesota (MM) [ M. Mariana leks. [MF) [ Wtah {UT)

[] Arkansas (AR) [ lllinots {IL) | Mississippi (M3) Ohio (OH) ] Werment (WT)
California (CA) O Indiana (IN) O Missouwri (MO) [# Oklahoma (OK) [ Virgin Islands (V1)
Colorado (CO) O lowa (LA} Maontana (MT) I Oregon (OR) [ Virginia (WA}

[ Connecticut (CT) Kansas (KS) [ Mebraska (NE) [ Palau (PW) [] Washington (WA}

[] Delaware (DE) [ Kentucky (KY) [ Mevada [NV} ] Pennsylvania (PA) [] West Virginia (WV

Wisconsin (W)
[ Wyoming (WY)

Catalog Mumber 3B5TBMN

Few. BI0E
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SAMPLE MSB REGISTRATION FORM

(continued) E

25 Enter the number of branches of the registrant.  Reminder: do not separately register each branch. 1
See mstructions for an explanation of the term Tbranch”™

28 Money services business activities of the registrant. Check as many as apply. See mstructions for an explanation of the terms ~ issuer”,
“seller”. “redeemer”, “check casher”, and “money ransmiter”

a |: ssuer of traveler's checks d [ ] ksuerof money onders g | | Cumency dealer or exchanger
] Seller of traweler's checks e [yf| Seller of money orders h (| Check casher
¢ [ | Redeemer of traveler's checks f [ | Redeemer of money orders i ] Money transmitter

27 ks any part of the registrant's money services business an informal value transfer system? —
¥p =4 Y ¥ al ] Yes b Ne

See the explanation of "money transmitter” in the instructions

28 Is any part of the registrant's money senvices business conducted as a mobile operation?

a Yes b[] Mo

28 Enter the number of agents authorzed to conduct each money services business activity. Do not include branches, or persons who are
solely employees. Ses instructions for an explanation of the term “agent”™.

a Traveler's check sales | o e Cumency exchange | o |
or dealer
0 | 0
b Traweler's check redempiion f Check cashing
¢ Money order sales | 0 g Money transmission 0 |
d  Money order redemption | 0

Primary Transaction Account for MSB Activities

30 I the registrant has more than one transaction account for money senvices busness activites check here
See instructions for an explanation of the term “transaction account™.
The registrant’s primary transaction account is the one that has the greatest annual dollar amount of money senvices business activity.
In itemns 31 throwgh 38 enter information about the registrant’s prmary transaction account fior money services business actvities.

31 Mame of financial insttution where the primary transaction account is held
Anytown State Bank

32 Address 33 City
250 Main Street Anytown
34 State | 35 AP Code 33 Primary transaction account number

0O K 7 4000 —0'12 3(1 001 3% 0 0 3% 1 2 3 4 5 6 7 8 3

Location of Supporting Documentation

If the supporting documnentation is kept at the U_S. location reported in Part Il check here [~ and continue to Part VL
37  Address
33 City 30 State | 40 ZIF Code

m Authorized Signature

am authornzed to fie this form on behalf of the money sensces business listed in Part 11 | declare that the information prowided is true, comect and
complete. | understand that the money senvices business listed in Part || is subject to the Bank Secrecy Act and its implementing regulations. See 31
CFR Part 103. The money services business listed in Part Il maintains a current list of all agents. an estimate of its business volume in the coming
year, and all other information required to comply with 31 1.5.C. 5330 and the regulations thereunder. The signature of the owner, controlling
person or authorized corporate officer is mandatory.

41 Signature . 42 Print namse
Ldward Seith Edward Smith
43 Titke 44 Date of signature
Charner 01022010
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Financial Crimes Enforcement Network (FInCEN)

The Financial Crimes Enforcement Network (FInCEN) is a bureau within the U.S.
Department of the Treasury that administers the federal government’s anti-
money laundering laws and regulations. FINnCEN has created materials to assist
Money Services Businesses (MSBs) with compliance with these laws and
regulations.

MSBs should familiarize themselves with information provided by FInCEN and
should regularly review FINCEN’s website for MSBs (www.fincen.gov, select
Information for Money Services Businesses) for updates or new information
related to anti-money laundering compliance.

Below is a list of some of the information available on FInCEN'’s website:

= MSB Home Page — This section provides important information MSBs
including MSB registration information, MSB materials in English and
seven foreign languages, and additional contacts, including
appropriate State contacts. Recent news for MSBs is also provided.

» Guidance — This section is intended to clarify issues or respond to
general questions about FINCEN regulations that are applicable to
MSBs.

» Forms — This section contains the forms, such as the CTR and SAR-
MSB forms along with information about how to obtain them and where
to file them.

» Advisories/Bulletins/Fact Sheets — This section contains FINCEN
advisories relating to money laundering and other financial crimes. It
also contains helpful bulletins and fact sheets for MSBs.

* Quick Links — There are quick links to general information for MSBs,
MSB Frequently Asked Questions (FAQs) and MSB Useful
Tools/Information.

The Quick Links section provides access to a very important and
informative document titled, “MSB Examination Manual”. This document,
issued on December 9, 2008, provides a summary of Bank Secrecy Act /
Anti-Money Laundering (BSA/AML) compliance requirements and exam
procedures to the MSB industry. It contains an overview of AML program
requirements, BSA/AML risk and risk management expectations, sound
industry practices and examination procedures.
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Keep this Guide

As this Guide has made clear, it is extremely important that you and your employees
thoroughly understand the requirements of anti-money laundering laws and regulations.
We have provided this Guide to help you in this important task. Make sure that all of your
employees read and understand this Guide.

You may obtain additional copies of this Guide from the MoneyGram website,
www.moneygram.com or by calling the MoneyGram Compliance Department at 1-800-
328-5678 ext. 3385.
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Addendum A
OK Recordkeeping Guide

RECORDKEEPING FOR MONEY ORDER PURCHASES

Complete a Money Order Transaction Log for one or more money order purchases of
$3,000 - $10,000 by the same person on the same business day,

Recorded transactions must include:

e Agent’s store name

Agent’s street address, city/state/zip
e Customer’s name

e Customer’s physical address (Post Office boxes are not acceptable as a
physical address)

¢ Unexpired government issued photo ID with the customer’s current
residential address printed on it

e Social security number or tax identification number, if purchaser is US
citizen/resident

e Specific occupation

o Date of purchase

e Indication if the purchase is on behalf of a third party
e Money order serial number(s)

e Money order amount(s)

e Total transaction amount

e Customer’s signature

If the customer is purchasing money orders on behalf of someone else, personal
identification information must be obtained for both parties. Examples of “3" parties”
include (but are not limited to):

o An employee of a business purchasing money orders for the business

e Arrelative of an elderly or disabled person purchasing money orders for that
person

Completed Money Order Transaction Logs must be maintained by the Agent for five (5)
years
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Addendum A
OK Recordkeeping Guide

RECORDKEEPING FOR MONEY TRANSFER SEND TRANSACTIONS

Before completing a Send transaction, obtain and record all of the information requested
on both the front and back of the AZ/OK Send form including:

e $900.00 - $999.99
- Name
- Current residential address (include apartment / unit number if
applicable)*
- Valid government issued photo 1D

e $1,000.00 - $10,000.00

- Name
- Current residential address (include apartment / unit number if
applicable)*
- Phone number
- Date of birth
- Valid government issued photo ID
(Record the ID type, ID number and the issuer of the ID)
- Social security number (SSN) or individual tax identification number
(ITIN), if the customer is a citizen or authorized resident in the US
(A SSN or ITIN is not required if the customer lives and works
outside of the US and presents a passport or other applicable photo
ID evidencing nationality or residence.)
- Current specific occupation
- Signature (must match signature on photo ID)

For single or multiple money transfer Send transactions conducted by a single person
totaling $9,100 or more, contact MoneyGram Anti-Money Laundering Operations at 1-
800-926-9400 ext. 4899 BEFORE completing the transaction(s).

If the customer is sending the money transfer on behalf of someone else, personal
identification information must be obtained for both parties. Examples of “3" parties”
include (but are not limited to):

e An employee of a business sending a money transfer for the business

e Arelative of an elderly or disabled person sending a money transfer for that
person
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Addendum A
OK Recordkeeping Guide

RECORDKEEPING FOR MONEY TRANSFER RECEIVE TRANSACTIONS

Before completing a Receive transaction, obtain and record all of the information
requested on both the front and back of the AZ/OK Receive form including:

e $900.00 - $999.99
- Name
- Current residential address (include apartment / unit number if
applicable)*
- Valid government issued photo ID

If the receive customer does not have acceptable photo ID, test questions
are permitted to receive money transfer

e $1,000.00 - $10,000.00

- Name
- Current residential address (include apartment / unit number if
applicable)*
- Phone number
- Date of birth
- Valid government issued photo ID
(Record the ID type, ID number and the issuer of the ID)
- Social security number (SSN) or individual tax identification number
(ITIN), if the customer is a citizen or authorized resident in the US
(A SSN or ITIN is not required if the customer lives and works
outside of the US and presents a passport or other applicable photo
ID evidencing nationality or residence.)
- Current specific occupation
Signature (must match signature on photo ID)

*The customer must provide a physical address. A post office box (P.O. Box) is not
an acceptable physical address. The customer CANNOT use a business address in
place of a current residential address.
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SUSPICIOUS ACTIVITY REPORT BY MONEY SERVICES BUSINESS (SAR-MSB)

A SAR-MSB must be filed for any transaction, or pattern of transactions, that is
attempted or conducted in amounts of at least $2,000, where it is known or suspected
that the transaction:

¢ Involves funds derived from illegal activity or is intended to hide funds derived
from illegal activity

e Is structured to avoid recordkeeping or reporting requirements
¢ Has no business or apparent lawful purpose

e Facilitates criminal activity
If suspicious activity occurs, the business must:

e File SAR-MSBs according to the instructions on the form and include as
much information as is known about the customer

e Record the transactions on a Log, if necessary (filing a SAR-MSB does not
satisfy any other recordkeeping requirements)

e File a CTR is necessary (fiing a CTR does not satisfy any other
recordkeeping requirements)

¢ Retain copies of SAR-MSBs for five (5) years

CURRENCY TRANSACTION REPORT (CTR)

e File CTRs for all MSB cash transactions greater than $10,000

e Multiple cash transactions are treated as a single transaction if the
agent has knowledge that the transactions are conducted by the same
person or on behalf of the same person, and the amount of cash paid
to the agent by the customer (“cash in”) or paid to the customer by the
agent (“cash out”) totals more than $10,000 in the same calendar day.

e File CTRs according to the instructions on the form

¢ Retain copies of CTRs for five (5) years
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	Second, your business should formally adopt an anti-money laundering compliance program. An easy to use template titled the OKLAHOMA ANTI-MONEY LAUNDERING COMPLIANCE AND TERRORIST FINANCING PREVENTION PROGRAM can be   downloaded from the Anti-Money Laundering page at www.moneygram.com to create a customized Compliance Program for your business.
	Third, your business must establish an ongoing training program for all employees who will have any involvement with MSB activities. The education and training should include instruction on the employees’ responsibilities under the program, as well as the detection of suspicious transactions. All employees should be required to read this Guide prior to conducting any MSB transactions. In addition, employees should sign your Compliance Program or another form of training documentation that is kept in their personnel file. Employees should also receive periodic updates to their training, particularly when there are changes in regulations. For additional training resources, please refer to the Anti-Money Laundering page at:
	www.moneygram.com
	MoneyGram also offers a series of on-line AML training courses for Compliance Officers and agent employees at:
	www.moneygramu.com
	Fourth, your business should subject your anti-money laundering compliance program to an independent review to assure its adequacy. The scope and frequency of this review should be adjusted to allow for the risk of the financial services provided by your business. This review may be conducted by an officer or employee of your business, but it can not be conducted by the Compliance Officer or an employee who reports directly to the Compliance Officer. 
	Finally, it is important that you create recordkeeping files for your Compliance Program. These files should be readily accessible if your business is examined/audited by regulators.   
	Section IV.
	Both sending and receiving agents must obtain and record specific information for money transfers of $1,000 or more, regardless of the amount or method of payment. The customer must be physically present in your location when conducting a transaction so that you can obtain and verify the customer’s identifying information. 
	Before completing a Send and / or Receive transaction at certain amounts, you must obtain and record all of the information requested on both the front and back of the AZ/OK Send/Receive form.
	*The customer must provide a physical address.  A post office box (PO Box) is not an acceptable physical address. The customer CANNOT use a business address in place of a current residential address. 
	For single or multiple money transfer Send transactions totaling $9,100 or more, you MUST contact the MoneyGram Anti-Money Laundering Operations at 1-800-926-9400 ext. 4899 BEFORE completing the transaction(s)
	Third Party Transaction Requirements
	If you know that your client is sending or receiving a transaction on behalf of someone else, then you must also obtain similar information on that other person. Examples of this could be a relative of an elderly person conducting a receive transaction for the elderly person or an employee for a business conducting the transaction for the business.
	MoneyGram’s Identification Requirements
	Maximum Aggregated Transactions
	Documenting Customer Information
	If your business is a FormFree location or does not have customers complete the AZ/OK Send or Receive Forms, you must obtain the client’s signature on the transaction receipt. The customer’s signature on the receipt must match the customer’s signature on his / her photo ID. 
	By completing the front and back of the AZ/OK Send/Receive Form and having the client sign the transaction receipt, you should have all of the information that you are required to obtain. 
	You must retain the physical documents for all money transfers of $1,000 or more for five (5) years. 
	SAMPLE:   MONEY ORDER TRANSACTION LOG




